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New York Federal 

Reserve and 

Bangladesh Bank. 



Philippines 

May 2015 

Accounts opened at Rizal Bank. 



Bangladesh 

29 January 2016 

Malware installed on BB's systems. 



Bangladesh 

Thursday 4 February 2016 

Late evening 

First transfer request sent. 



New York 

Thursday 4 February 2016 

9.55am 

Transfer requests for $1bn received.  

Rejected for formatting errors. 



Unknown location 

Thursday 4 February 2016 

(NY time) 

Attackers correct and resubmit orders. 



New York 

Thursday 4 February 2016 

By end of day 

5 payments processed - $101 million. 

12 payment requests flagged as 

suspicious. 



Unknown location 

Friday 5 February 2016 

Early morning (BGD time) 

Malware intercepts NY Fed's messages. 



Bangladesh 

Friday 5 February 2016 

9.00am 

BB discover printing problem. 

Islamic holy day.  



New York 

Friday 5 February 2016  

Business hours 

NY Fed begin manual review.  

Further SWIFT messages sent. 



Unknown location 

 

Malware intercepts NY Fed's messages. 



Bangladesh 

Saturday 6 February 2016 

12.30pm 

BB fixes printer problem and 

discovers SWIFT messages. 

Emails NY Fed. 



New York 

Saturday 6 February 2016  

3.00am 

Email is unattended. 



Bangladesh 

Monday 8 February 2016 

Business hours 

BB notifies NY Fed via SWIFT that 

transfer requests are fraudulent. 



New York 

Monday 8 February 2016  

1.00am 

SWIFT message arrives at NY Fed. 



Bangladesh 

Monday 8 February 2016 

Business hours 

BB requests Rizal Bank to freeze 

accounts. 



Philippines 

Monday 8 February 2016 

Holiday in the Philippines. 



New York 

Monday 8 February 2016  

Business hours 

NY Fed reverses $20m. 

Remaining $81m is irretrievable. 



Philippines 

Following days 

Money moved out of Rizal Bank 

accounts. 
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Tien Phong Bank 

(Vietnam). 



Banco del Austro  

and Wells Fargo. 
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“…a payment order received by the receiving bank is effective as 

the order of the customer, whether or not authorized, if […] the 

security procedure is a commercially reasonable method of 

providing security against unauthorized payment orders, ...” 

New York Uniform Commercial Code, Article 4A § 202 





"At the end of the day, we weren't 

breached. It was, from our 

perspective, a customer fraud." 
 

Gottfried Leibbrandt, CEO, SWIFT 
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Regulation. 



New Zealand. 



"Supervised institutions are 

expected to manage operational 

risks […].  IT and cyber security 

risks are implicit in our existing 

regulatory framework.” 
 

Toby Fiennes, Head of Prudential Supervision, Reserve Bank of NZ 



"The Reserve Bank expects the 

entities it regulates to draw on 

guidance like this to develop cyber 

resilience practices that are 

appropriate for their business 

models and robust to the risks that 

they face." 
 

Toby Fiennes, Head of Prudential Supervision, Reserve Bank of NZ 



United Kingdom. 



New York State. 



Banco del 
Austro 

Guidance "Reasonableness" Risk 
allocation 
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